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This paper deal with highly-reliable integrated circuits for
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ground and space applications especially strong against soft
errors. In the terrestrial region, neutrons and alpha particles are
main sources to cause soft errors. They flip contents of storage
cells such as SRAMs and flip flops on a semiconductor chip.
Soft errors must be considered for semiconductor chips for
security, automotive, avionics, cloud servers, social infrastructure and so on that are critical for safety and serviceability. In
outer space, heavy ions are main sources to cause soft errors.
I. I NTRODUCTION

Silicon-based solid-state integrated circuits (ICs) have been
miniaturized down to several deca-nano meter size since the
invention of ICs in 1958 by Jack Kilby. Huge amount of
semiconductor chips are embedded in highly-reliable systems
for security, automotive, avionics, cloud servers, social infrastructure and so on. Transistors on ICs are much more
reliable than vacuum tubes and discrete transistors. But aging
degradation and single event effects (SEE) are two dominant
factors that threaten the reliability of ICs in the terrestrial
region and outer space. In addition to that in outer space total
ionizing dose (TID) and displacement damage dose (DDD) to
cause hard errors, which are cumulative effects by radiation
particles.
This paper introduces how to design highly-reliable ICs for
ground and space applications strong against soft errors.
II. S OFT E RRORS
A. Single Event Effects
Single event effects are mainly caused by radiation particles.
A radiation effect generates a single event transient (SET)
pulse in a circuit node. The SET pulse triggers an SEE and
then causes these phenomena.
SEU (single event upset) Flip a storage node in a flip-flop
(FF) or a memory cell.
SEL (single event latchup) Turn on a stray thyristor, then
large current flows from VDD to ground.
SEB (single event burnout) Turn on a power transistor,
then burn it out.
SEU is so-called the “soft error”, which is an accidental
incident that can be resolved by reset or turn on and off. It is
the opposite word of the hard error which cause malfunction
ICs repeatedly or destroy them eternally. The soft error is
mainly caused by electron-hole pairs generated by a radiation
particle that penetrate close to a transistor as shown in Fig. 1.
Alpha (α) particles and heavy ions generates electron-hole
pairs directly, while a neutron generates them indirectly.
Neutrons are coming from the sky by reacting cosmic particles
and atoms in the atmosphere. High energy neutrons over 1∼10
MeV causes soft errors by electron hole pairs when a neutron
hits an Si atom. Thermal neutrons which has lower energy
than high energy neutrons has a large cross section for 10 B,
which is included in boron phosphorus silicon glass (BPSG).
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Fig. 1: Four main sources to cause soft errors
BPSG is not used in recent fine processes, but tungsten contact
plugs contain some amount of 10 B.
By process scaling, soft error rates per area has been
increasing [1]. But 3D FinFET or 2D planer SOI technologies
are strong against soft errors [2], [3]. The SER per bit of
SRAM and latch is decreased by less than 1/2 every process
node from 45 nm to 14 nm [3]. It suggests that the SER per
area is reduced by process scaling in FinFET technologies. It
is mainly due to higher gate controllability and transistors are
formed far from bulk substrate.
The first finding of the soft error was reported in DRAMs
and CCDs caused by α particles (He nucleus) from packages
[4]. To protect ICs from soft errors, low α or ultra low α
materials have been used to mitigate soft errors. Although the
first findings of soft errors is in DRAMs, they have been robust
to soft errors due to almost constant power supply voltage and
capacitance to hold stored values between refresh cycle [5].
The most famous incident of soft errors was caused by
SRAMs used in workstations of Sun Microsystems. The
SRAMs fabricated by IBM happened to be sensitive to soft
errors and caused malfunctions frequently on workstations [6].
An airplane had a serious problem in the fly-by-wire control
system then several passengers were injured [7].
There is a distinct result how much amount of malfunctions
are caused by soft errors in electric systems. Hitachi shows that
the error rate of an embedded electric system is reduced by
1/10 after replacing SRAM with DRAM [8]. SRAM is much
more sensitive to soft errors than DRAM. It can be concluded
that 90% of malfunctions are caused by soft errors. But it
is very difficult to identify the root cause of malfunctions in
electric systems.
It is mandatory to equip some kind of soft-error mitigation
techniques in automotive, avionics, medical equipment for
human safety. ISO 26262 defines automotive safety integrity
levels (ASILs) for automatic driving assistant systems (ADAS)
as shown in Table I. The most strict level requests the failure
rate below 1 FIT (Failure in Time). FIT is the number of errors
in 109 hours. The SER of non-radiation-hardened SRAMs is
about 1000 FIT/Mbit. It is indispensable to mitigate soft errors
for ADAS.
A single bit upset (SBU) can be corrected by the SECDED
or TMR. JESD89A [9] defines two type of multiple-bit flips
of storage cells as follows.
MCU (Multiple Cell Upset) A single event that induces

TABLE I: ASILs in ISO26262.
Level
ASIL-A

FIT
<1000

ASIL-B,C
ASIL-D

Voter

Usage
Driving Assistance (Rear Camera etc.)
Driving Assistance (Automatic
brake, dashboard display etc.)
Automatic Driving

<100
<1

FF

Fig. 4: TMR FF.
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Fig. 2: Single Event Upset on Fig. 3: Single Event Upset on
SOI.
Bulk.
several bits in an IC to fail at one time.
MBU (Multiple Bit Upset) A multiple-cell upset in which
two or more error bits occur in the same word.
Due to the aggressive process scaling of ICs, the possibility
to flip multiple bits of storage cells increases exponentially
by narrowing the distance of adjacent storage cells [10]. For
example, the possibility of MCUs of two latches apart 1 µm
is 10 times larger than those apart 5 µm [11].
Super computers must be strong against soft errors because
so many processors work at the same time. For example, the K
computer [12] in Japan contains over 80,000 processors. Even
if a processor has no error for 100 years, the whole system
may cause an error within one day (" 100 years/80,000). One
possible mitigation technique is a radiation-hard latch [13],
[14] as introduced in Section III.
III. M ITIGATION T ECHNIQUES
A. Process-level Technique
SOI (Silicon On Insulator) is one of the effective mitigation
techniques in the process level. SOI is strong against SEUs
because electron-hole pairs generated in substrate are not
collected to the drain region. Buried-OXide (BOX) layers
prevent the collection as shown in Figs. 2 and 3. In addition to
that, SOI is strong against single event latchup because there
is no parasitic thyristor.
We fabricated several chips including radiation-hard FFs in
65 nm and 28 nm FDSOI (Fully-Depleted SOI) processes [15],
[16]. The soft error rate (SER) of the 65 nm FDSOI is 1/10 1/100 smaller than that of the 65 nm bulk. The SER of the 28
nm FDSOI is 1/20 smaller than that of 65 nm FDSOI. In SOI
processes, the sensitive region in which electron-hole pairs
are generated is decreased by scaling, while in bulk processes
electron hole pairs generated in substrate are collected to drain
regions. The possibility to cause MCUs is also small in SOI
because every transistor is isolated.
B. Circuit-level Mitigation Techniques
Redundant techniques are frequently used to mitigate soft
errors in the circuit level. Fig. 4 shows a circuit structure called
the triple modular redundancy (TMR) FF. Even if one of three
redundant FFs is flipped, the voter outputs a correct stored
value. In SRAMs or DRAMs, the Error Correction Code
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Fig. 5: A structure of DICE FFs.
(ECC) is usually used to mitigate soft errors. The ECC adds
some extra bits to correct or detect errors. The mostly-used
ECC is called the single-bit error correction double-bit error
detection (SECDED), in which a one-bit error is corrected and
a two-bit error is detected. If an MBU happens in a system,
it alerts and is sometimes halted.
Fig. 5 shows a structure of DICE (Dual-Interlocked storage
CEll) FFs [17], which is commonly used in processors for
servers or super computers [13], [14]. When a node is flipped
by a SET pulse in the DICE latch, other components work to
bring back the flipped node. On the other hand, a latch in the
TMR FF stores a flipped value until a new value is written to
the FF.
Fig. 6 (a) is one of redundant FFs we developed named
BCDMR (Bistable Cross-coupled Dual Modular Redundancy)
FF [18], [19]. The BISER (Built-in Soft Error Resilience) FF
[20] by Intel and Stanford University in Fig. 6 (b) becomes
weak against soft errors due to an SET pulse generated at the
input of C-element because it flips both of the redundant slave
latches. The BISER is also weak against process variations
because of the unsymmetrical weak keepers. In contrast, the
BCDMR FF is strong against the SET pulse because of the
keeper connected to both of the redundant slave latches. It is
also strong against process variations because the symmetrical
strong keepers are used instead of the weak keepers in the
BISER. We measured soft the error resilience and robustness
against process variations by the chips fabricated by 16, 28
and 65 nm processes [18], [19], [21]. In a 65 nm bulk process,
BCDMR exhibits 9 FIT/MFF by neutron irradiation, which is
1/50 smaller soft error rate (SER) than a conventional FF [11].
By heavy ion irradiation, the cross section (CS) of BCDMR
is 1/10 smaller by Kr with 40.3 MeV-cm2 /mg LET (linear
energy transfer).
For SOI processes, stacked transistors are effective for SEUs
[22]. Fig. 7 shows the schematic of the stacked inverter. In
SOI, all transistors are isolated. The possibility for radiation
effects to affect multiple transistors becomes small. Fig. 8
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Fig. 6: BCDMR FF (left) and BISER FF (right).
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shows the stacked leveling critical charge FF (SLCCFF) which
replaces inverters in master and slave latches with stacked ones
[16]. The SLCCFF is 27x stronger against soft errors than a
conventional FF by neutron irradiation.
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IV. M EASUREMENTS OF S OFT E RROR R ESILIENCE
This section introduces how to measure soft error resilience
by accelerators.
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A. Accelerator Facilities in the world
We have been measured soft error resilience by terrestrial
neutrons at RCNP (Research Center for Nuclear Physics) in
Osaka University since 2009. RCNP annually schedules two
neutron beam terms. Several groups perform neutron measurements of ICs or systems for automotive, super computers [23],
flash memories, DRAM, power devices [24] and networks.
RCNP accelerates the neutron flux similar to that in the
terrestrial region as shown in Fig. 9. The neutron flux in
RCNP is about 4 × 108 larger than that in the sea level at
New York City (NYC) with the neutron flux of 14 n/cm2 ·h.
The accelerated flux per second is equals to that for 10 years
in the sea level at NYC. The other famous facilities are Los
Alamos Neutron Science Center (LANCSE) in USA, TRIUMF
in Canada, the Svedberg Laboratory (TSL) in Sweden. A
methodology is proposed to estimate soft error rates by quasi
mono-energetic neutron beams [25]
CISCO is one of companies which have a strong interest
to soft errors and Vanderbilt University has a large group
intended to soft errors in the terrestrial region and outer space.
As for heavy ions, we utilize a cocktail heavy ion beam
at TIARA (Takasaki Ion accelerators for Advanced Radiation
Application). TIARA has 5 ion species: N, Ne, Ar, Kr and
Xe as shown in Table II. The DUTs (devices and test) are
strong enough to use in outer space if Xe (Xenon) produces
no soft error. Another frequently-used heavy-ion facility is
the Lawrence Berkeley National Laboratory (LANL) in USA.
LANL also has a cocktail beam. Heavy ions are main sources
to cause soft errors in outer space. Fig. 10 shows the heavy
669

Fig. 10: Heavy ion fluxes in outer space
ion flux in outer space. The number of heavy ions over the
LET of 10 MeV-cm2 /mg is much smaller compared with that
below 10 MeV-cm2 /mg. It is said that devices for outer space
must strong against soft errors up to 40 to 60 MeV-cm2 /mg.
B. Measurement Setups by Neutron Beams and Heavy Ions
RCNP generates neutron beams by hitting the 400 MeV
proton beam to a Tungsten target. Neutron beams penetrate
and pass through objects. Concrete walls of 3 meter block neutrons to go outside of the measurement room. It is mandatory
to hit neutron beams to a target device besides measurement
instruments because they are influenced by neutron beams.
We use a portable engineering tester to control and get results
from DUTs. Figs. 11 and 12 shows our measurement setup.
To increase the number of soft errors, stacked DUT boards
are used. In order to keep on measurement stably without
stopping the neutron beam, a remote-controlled servo motor
is prepared to shutdown and turn on the tester. The engineering
tester embeds many ASICs, SRAMs and FPGAs that are weak
TABLE II: Irradiated Heavy Ions at TIARA.
Ion
N
Ne
Ar
Kr
Xe

Energy[MeV]
56
75
150
322
454

LET[MeV-cm2 /mg]
3.4
6.6
15.8
40.3
64.0

Range[um]
49.2
39.0
36.1
37.3
34.6
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Fig. 11: Setup of the measurement at RCNP
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Fig. 12: Test setup for neutron Fig. 13: Test setup for
beam at RCNP.
Heavy-ion beam at TIARA.

against soft errors. They are placed a few meter away from
the beam opening. The engineering tester is controlled though
a USB cable connected to a personal computer (PC) which
is weakest to soft errors. The USB cable is transformed to a
network cable of 100 meter to the outside of the measurement
room, in which the PC is placed. Power supply units of
measurement instruments were sometimes broken. It may be
due to SEB of power transistors.
The similar measurement by using a portable engineering
tester is done [26]. FPGAs are frequently used to control
DUTs.
For heavy ion beam tests, it is better to expose heavy ions
in a vacuum chamber in order not to attenuate beam energy.
Thus DUTs are irradiated in a vacuum chamber and controlled
by the tester as shown in Fig. 13. For heavy ions, the tester
and other measurement instruments are not affected by soft
errors since heavy ions do not go out of the chamber.
V. S UMMARY
This paper summarizes how soft errors are caused by
radiation particles, mitigation techniques with measurement
results, measurement facilities and setups. Soft errors are
becoming a serious issue in the current device-oriented world.
We cannot live without semiconductor devices. Automatic
driving and artificial intelligence (AI) make our daily life
more prosperous. But if a soft error happens in an autonomous
vehicle, it threaten our life. Soft error mitigation techniques
must be equipped to almost all devices in future.
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