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— An erroneous output signal from a circuit that can be corrected by
performing one or more normal functions of the (e.g. retrying operation,
rewriting data, power cycling, etc.) Synonymous with SEU.

-BE7, BETAH, EROBRAFTITETESHRIBMAODIS—H A

SEULREZ
e SEU: Single Event Upset

—An error in a circuit that is not permanent (i.e. not a hard
error) caused by the change in state of a latch, flop, memory

cell from a single energetic particle strike.
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eSingle Event Effects (SEE)
—SEU (single event upset) == Soft Error

e Flip a storage node in flip flop (FF) or memory cell.

—-SEL (single event latch—up)

* Turn on a stray thyristor, then large current flows from VDD to ground.

—SEB (single event burnout)

e Turn on a power transistor, then burn it out

emitter metal

p+ n+

VDD + ITRIGG -ITRIGG VSS | .Z /

i U*\gate

p-base ,
n-drift B

i n-buffer
i p-collector
R

/
P-Sub W\/\ collector métal

SEL SEB

=
@
c
=
=
o
=]

\/ Diagram from Gianluca Boselli, Tl Diagram from Hitachi !
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» - NEPAYFE## B Z {81 < D TComplementary Metal Oxide
—| NMOS Semiconductor (CMOS)&ERES. JEENERFE 11ZIZ0
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SRAM soft errors cause hard network problems
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Daily Upsets

¢ 32Mbit SRAMDY 7T 5—|Z kB REEH(Low—earth Orbits®
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—1.58 T3000bit/32Mbit = 7,135, 000FIT/Mbit (FIT=10°RffEHT=-Y DTk
I5—#0)

- #h £ TIXE<TI000FIT/MbitFEE=#t ED7135(FEMDTT7—.

\/ https://community.cadence.com/cadence blogs 8/b/breakfast-bytes/posts/ser-in-auto-and-space
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Alpha Irradiation Test

e 241Am or 232Th source on a chip

e Alpha particles are shielded by a
sheet of paper.

— Ceramic package with removable lid
—Decap mold package

— Better to remove polyimide to increase
SER

—DUT is placed to alpha source as close
as possible (< 1 mm is recommended)

, Ol-source Minimized alpha

source-to-chip

alpha particle spacing

241
0L -source: Am (3M Bq) foil source

0.7 mm Chi Conductive epoxy chip adhesive
Y1 mm | 'P \

Our measurement setu P Ceramic package cross-section

[JEDEC Standard: JESD89A]
\/ https://www.jedec.org/sites/default/files/docs/jesd89a.pdf (not free of charge) "
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BISER FF

Particle hits M_>O
MLO SLo e _—
5 . Weak keeper — als | outw
WM —| WS T
_E QM 'E + Q M INA—TO 0 0
1z HT 1 —
: Q INB 110
T MLA1 ¢ SL1 ¢ 0> -[-OIZI—OUT OUT(t-1)
, CM CS _| 0|1
D _ D O
oHe q | Inverting ¢C v+ Qf - 1 |1 1
¢{C Muller ¢HT 1 —|
CLK C-element 1
. 2
'—|>° C-element
e Built—in Soft—Error Resilience FF A

Storage C-element

— Developed by Intel and Stanford ) .
domlgant dominant

— Two latches and a weak keeper hold data
— GC—element resolves SBU on latches

— Area efficient but weak to an SET (Single event transient)
pulse from the C—element

Soft Error Rate

Clock Frequency

\/ [M. Zhang, S. Mitra, et al.,Trans. VLSI Sys., 14(12):1368-1378, 2006]
25



BCDMR FF [Furuta et.al, VLSI Cir. 2010]

- . -m-m
CS0
b S S Delay
C

Q Q

| C
o Iz 3 : a BISER 3.00 1.47 2.15
nverting T KS
DelayEIemenSZ ML1 _ SL1 _ é BCDMR 3.00 1.45 2.20

D Q D Q —
‘*‘rg % —Q Normalized by Standard FF
CLK CS1
s

e Bistable Cross—coupled Dual Modular Redundancy FF
— Strong against an SET pulse from C—element

—Duplicated C—elements strongly assists to keep correct data. No area—
overhead because of smaller transistors on C—elements

Weak keeper(WK)
BISER BCDMR
C-element(Ce) Assist
Assist Strong keeper(Sk)

/ Drive strength Ce : Wk= 10 : 1



Alpha and Neutron Results

100

# of SEUs/ 3MFF

200

SER in FIT/MFF

50

<

L0 }

150

100

159

- BISER  pRF= 700,000
29 26

1MHz 10MHz 160MHz
Clock Frequency a partide
BISER in twin well []
BISER in triple well [l
BCDMR in triple well [l

DFF= 1031FIT/Mbit

lﬂll in Hll

1MHz 10MHz 100MHz 300MHz
Clock Frequency Neutron

Fabricated in a 65 nm bulk

e BCDMR is strong against
soft errors at higher
clock frequency

e Below 10 FIT at T00MHz.
BISER in twin well is 50 FIT.

BCDMR FF in twin well has
no error

27



BCDMR FFQ)E

AV

1x107
1x107 b
=
a
S~
o~ 8 |
1%10
£
O,
[
O 4x109 }
-
o
@
@
& 1x10-10 |
o
[ -
(@]
xio1 b
1x10-12

— BCDMR FFIZTGFF (¥

vdd:1.2V

1383 1

1/1008

Ne

Ar

lon

Xe

-tvk, YtyrEDITHEBCDMRFFD TS5 —EAE T
- Krll EDLETTIEZBCDMRFFD A MY ITRITS—IZ580N

TGFF
TGFFWG )
DICEFF o
BCDMRFFSR =
BCDMRFF =3

FIBEODFF) [ITEEARCS (= 5—2) hA2~44F/h S0y
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For Outer Space Missions

:
* NanoBridge FPGA (NEC)  wr &
— Replace Anti—-fuse FPGA o El:ph: o> o>
— ReRAM (nanoBridge) stores e

applied, a cross-link

negative
] L] L] Vi EQEIE aqadad,
configuration instead of SRAMs e e Ghoe
reated bat N the 5
FUTEEI"IIIJITI EWHHFTHE E;’I\—QEOT:IE

rs.,
nal isin
state.)

— Programmed Nanobridge is a resistc

—No single event on Nanobridge
[S. Kaeriyama et al., JSSC, 2005]

e Radiation—hard NanoBridge FPGA for
highly—reliable applications

— Current FPGA includes standard FF w/o

rad—hardness even though configuration
data is rad—hard

— Standard FF is replaced by BCDMR FF

\/ https://www.axelspace.com/en/solution_/rapis1/ 2



Soft—error Mitigation for SOI

e Stacked Transistor Structure on SOI

Output
AV 4
CI Share
ON >H_ON -
v —|| oFF N
Standard Inv. 1 p-Si
Stacked Inv.

* No simultaneous turn—on
— All transistors are isolated by BOX layer.
— Not effective on bulk process

» With area and delay overheads

\/- 1/3 to 1/10 SER reduction on stacked FF

[A. Makihara, TNS 2004]



Stacked Latch on HPC Processor

e 22nm IBM System z Microprocessor

I2c]k>0%k

dclk] dclk

local
input
gate

——

b-delk | 11

I1§Ik
d
I1clk

dclk
|7

dclk

e Additional transistors on latch

dclk
scan in&> |

— This figure was not included in the paper, but in slides

1 b Do__l%k

P-12clk
P-11clk

F11clk
F12¢lk

12

scan_out

LLJ

12¢clk

:]]_ Added for SER

improvement

[J. Warnock ISSCC15, 4.1]



<D ERETERIL-SOIFAFF—

Master Slave

%Q

Standard FF | 1.00  1.00 1.00 1 1
ACFF | 1.00 145  0.62 3 1
SLCC FF
Stacked FF | 1.12  2.00  2.13 2 2 é—
DATA Q
AC_SSFF| 112 149 065 3 2
AS_ASFF | 1.24 217 066 3 2
SLCCFF | 1.24 167  1.89 2 2
RSRFF | 1.24 216  1.07 3 3
RSRFF
RSRLDFF | 1.35 135  1.08 3 3 Hév o
oara| Ot oA o o
GGFF | 1.47 220  1.06 2 2 °LK+E e
—
FRFF [ 1.06 1.06  1.03 2 1 -
FCLK P-CLK
DFRFF | 1.18 1.08  1.02 2 2 C-element' &% | | Jiex
< FRFF
12>2->3

\/ Weak Strong FRFF|Z£22nm FDSOI CE/EF &
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« ZEDDUT GRIFE X RLSDA L E
— 100 errors/year at 1000 FIT/Mbit

s SEERENIAINSD

— 20x on 4000 m (13,000 feet)

S
=

=
w

Soft error rate (relative)
o
%]

x1/7.4 (b) — (e)
01 0O x1/7.4
(5 ] [ |
0-0 Naunakea Slimulatitl:m
Tokyo
36 soft errors / 100 days

RUFTTTLUEDTIEEARXAETDT7 4 —ILET Xk
[Tosaka et al., IRPS 2008]
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Triple Modular Redundancy

 [f one of three FFs is flipped, voter

Voter
I removes an error
=12 If t VFF flipped, voter cannot
o If two FFs are flipped, voter ¢
@ —1
FF 1[ remove errors
S | e Redundant FFs are weak against MCU

(Multiple Cell Upset)
e MCU rate becomes higher as process

1
MCU on TMR FF

FF i Id FF FF i
_ NoError F g{ FF |8 scaling 1
FF | |Y~FF | FF | X <:|
; ST N I = Close to 1 (Always MCU)
| FF i % i FF e -
g' o }g EF gl s tulf o -.'; m 28nm DICE
< < U o o 45nm SRAM —, 39nm SEUT Neutron [1]
FF “FF | Error | B8 00 o, MOULSCUR o e
FF FF FF %E . ® 65nm SEILA [9]
5 5 5| £~ @ 65nm BCDMR [10]
FF . g{ FF. S il S 2 0001 s @ 65nm Quatro [11]
FF FF : FF e ¢ ©65nm DICE [11]
Aligned layout of TMRFF 0.0001

0 1 2 3 4
Redundant Node Spacing (pm)

\/ [N. Gaspard et al., IRPS, pp. SE.6.1-SE.6.5., 2013] 36



Placement of TMR FF to prevent MCU

100 ¢
+ - >
— Fe.
X L .
D 10 r ~~~ g
L e
2 e ’
) + + Ho. + )
2 1 F + g
+
%
>
0.157 : g .
Distance between Latches [um] >
(a) Well taps between FF 4

(b) Share n—well ( PMOSFET is stronger

than NMOSFET)
(c) (b)+separation

(d) Inline layout with separation

\yFuruta et al.,, IRPS, 6C.3.1-6C.3.4, 2013]

[J. Furuta, et al, IEICE Trans. on Electronics, vol.ES8-C, no.4, .

pp. 1745-1353, 2015]

(a)

(b)

(99} =
2122121214 iz %%;
EE =
FF [a [
(SSSSSSSEN| g NE
FF |Voter B EE -
EEEZEEEEZ) > i
o—\oter =
- FF — 9|; 2| 3
[
" EE
: e %
Separation
Z - &
FF FF
- S
FF _[Voter
Z ]
(c)
Separation
QV . I al 7o 4
>| FF FF FF |Voter
@ L N
(d)



BCDMR FF in Scaled Technology

1000

A

554

100 L | VDD Vj”

Neutron SER [FIT/MFF]

Not Interleaved

.

—_
o
T

SLO | MLO | CMO | CSO | KS

DFF BCDMR
65nm bulk et 16nm FinFET ///////////%/,W////////y

ML1 | SL1 | CM1 |KM} CSH

Interleaved

e Similar SERs b/w 65nm interleaved and
16nm not—interleaved BCDMR

— Interleaved layout decreases SER

Place redundant storage
\/ [K. Kobayashi, et. al. IRPS 2017] cells as far apart as possible
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