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» 1S0O26262
— FIT(10%B5RS 0 =Y D HLFEE) [ EXTRIZEHBFIT.Chip ]

FIT rate | Objective

ASIL-A <1000 For convenience (Rear-camera)
ASIL-B, C <100 For safety (Break assistance, Dashboard display)
ASIL-D <1 For automatic driving (Google Car, Tesla)
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Kobayashi Lab.

Fault, Error, Failure) & &

=

Fault

1

N

. transient (including SET)

A=

Noise

- Impact is not deterministic on device, circuit
and system

* Generally difficult to monitor

Error

5

D

- SEU (Single Event Upset)

-Data is flipped|in more than 1 memory

elements

-Impact is not deterministic on circuit, system
- Detection and resumption are possible
-Nondestructive device level errors

Failure

il DOUBLE
‘Femmaas e FALLT !
Com 40 |'II I|I I|I ",I

= TN
I I

Misoperation Ef electronic system
ut-down, abnormal
operation, miscalculation)
-Final output of PCB
-Resumption is not possible without physical or
economic damage in system

(Reboot, re-configuration, etc)

HiREEK KLY

T_RIZHIZ B E
Fault
- J7—AMFIZIX

Error

- ATILTA—ILL

Failure
- T—LPtybE
EET
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Soft Error Rate
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Kobayashi Lab.
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Kobayashi Lab.
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Kobayashi Lab.
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Field Test in
-~ 8 Neutron ~ 10
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SRAM SRAM
only +DRAM
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Fareborough - Dcicber & - 8, 2009

Kobayashi Lab.

SEARCH | Your ad here. Buy Media Now

» W FEHEIBMLD
1 SRAMIZEEAL

(AL

Home Research Forums = Design  New Products Careers  Blogs

EETIimes:

SRAM soft errors cause hard network problems

Antheny Cataldo Anthony Catalds =y

EE Times B S

[08/17/2001 7:22 HCE EOT) ] Email TEaE
B Reprints Sun CEO

SAN MATEQ. Calif. — Networking equipment is @ =

growang increasing'y susceptible to soff emors — @ Owia Scott MCNEE'Y

nonrecoverable. temporary misfires that can play +RET [FDI"bES 2000]

havoc with things ke trafic destinations — as chip

[EETimes 2001]
« B—/I\AAEYTELEYINIS—IZLOTURTLNISY 2
o 2FFVINIS—ICHEEE =2z IBMfL D SRAMZ &
» VIMIS—IHGDOEHMZIET
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Kobayashi Lab.

Pop. data from After Eugene Normand, “Single Event

public World Bank Effgcts in Avionics", IEEE Trans. Nucl.
and CIA 400 Sci., 43(2), April 1996, pp. 463.
Databases = ]
) ) 1 350
Altitude relative | % Urban %
T 300
feet | meters | flux Pop o
< 250 |
0 0 1.0 35% L;i:s : Ter_restrial
1200 366| 1.5 | 80% 5 200 | Aludes
1700| 518| 1.7 90% g 150
3600| 1097 | 2.4 95% % 100
5000 1524| 2.9 99% 2 5 Ar
10000 3048 | 11.4 >09.99% 0
0 20k 40k 60k 80k
Altitude (Feet)
S E3000MTIE. MR E(F116E 1AM (30kIT4—K) Tlx, 1004Z
FIRiE Fe47h

RadGround@RADECS2012 R. Baumann(TI)&kY 2



Kobayashi Lab.

Relative Neutron Flux

EEARFEEBEPEFEX)

Adapted from Eugene Normand, “Single Event Effects in
Avionics”, IEEE Trans. Nucl. Sci., 43(2), April 1996, pp. 463.
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RadGround@RADECS2012 R. Baumann(Tl)&kY

A computer simulation of

Earth's magnetic field structure

NSF homepage. Research by G.A. Glatzmaier and P.H.
Roberts, "Rotation and magnetism of Earth's inner
core," Science, 274, 1887-1891 (1996). 25
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Koba rashi Lab.

Die size
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Kobayashi Lab.

= 22nm IBM System z Microprocessor
[ISSCC:I.S | i — ﬂ( DM._DO@_OU’L

gate b 121k | Gr—
—— elk| J-1clk | S+

P-dclk | 11_q ||:I1c|k ::
I—H( I_1I2c:Ik
| 120k | H

| 11b I>o_ _% 12 rl; g_b
12clk
;"_ Added for SER

improvement

~ 8CoreDETEFVT

- SYFIZTEEEN DD R A%

- SOI7AtERIEMOSFETEZR Ay (fittE) 9 5&EVIRIT—
[Z5RE
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_ HPCAZ Ot vyH MO xt%E[2]

= Intel Xeon E5-2600 v3 ( 22nm 18 Core)

[ISSCC15 4.5]
e Soft Error Rate

Non-Core Multi-Bit

- . . Upset Failure Rate
» Soft error resilience maintained

despite increase in cores &
o logic
SIS - Parity or ECC added to all -

Without Parity Bit With Parity Bit

. BEHLWLSZRATT critical register files & SRAMs iterleaving  Interieaving

A JLESRAMIZ * largeted usage of Reduced- - 1o Wemen ond coche
ity oy SER state element topologies
Panty ECC ept — Single Event Upset Tolerant ‘
. SER€1/4(: topologies used on the most
critical state, such as FIVR

COﬂfIguratlon W Standard M Reduced-SER
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Kobayashi Lab.
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C—element

MBISER by Intel, Stanford [S. Mitra et al. ITC2006]

« BISER (Built-In Soft Error Resilience)
- SYFDENELDIEE . C-elementhNSHEBUIRREIZAY .

weak keeperHMEZX 1R EF
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Kobayashi Lab.

_ 200 f BISER in twin well [
g BISER i.n trip.le wel B
E 150 BCDMR in twin well = no error ]
i:_ BCDMR in triple well [l E ,:J%J, F F 0) S E R
m 100 } 344 FIT/Mbit
(5
o 50} -
_D.-.LD.II_HI.I 2
0 1MHz 10MHz 100MHz 300MHz

Clock Frequency

=« BISERIZ300MHzTEHRLSERMA S LY
- YIORIS—MMEIE .%FFODZFEEF_I'

= Twin well, triple wel & ETIEDERE
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el L %‘ *E 70 . t A ' - J: %) rﬁ;]' 1|‘$ J:t E;E

= 65, 28. 16 nmIZ T 4E 2T 7%

1e-07 T T T r
16nm FinFET BCDMRFF 65nm bulk@1.0V B
@0.8V mmm - BCDMRFF
— 16.08 @0.7v DFF —
L @0.6v
~ @0.55V /=
£
Process 65nmbulk | 16 nm FinFET | £ ;. o9
FF DFF BCDMR S
CLK 0, 1 (average) | O 1 3
Interleaved | - | No | Yes No D te-t0f
SER [ 554 50| 9 |13 6 8 S
o
1e-11F} 3
PIEFISH T DTS —MHTELLER éﬂg
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