=1 X O\ S35 =[] s [0
Elf=ERATEHRS (1)

2012 IEEE Workshop on Silicon Errors in

Logic-System Effects (SELSE VIII)

4

B3 & FrrtE ik EﬁnFﬁEFB‘ZﬂIt/@ ﬁ**ﬁ

>I'=‘1IE
M

A)JARFENTR INFIVETRE : _ .
DIT-AER ()1 KEAERELE



SELSE VIII %35

WSELSEIL2004FE M ointel E4E THIEBEIEB OV I Z—(HMEL Tha

Fo1=WorkshopTH 5 H . LI H—/\, JL—2, EBFHMCU, R/\a7E
- EBFHSADVILNIS—REBRADEFNERRELOTIVD, IS, 7 A

JH. A—Ow\DERDODRELENEZICEET HRRMNZL,. SETNDE
AMERITERLGOINFE, ERMGIE, BIZDIED ., LINKEMS
CRESTORERERMNBHOT-, W, G EHBGeneral Chair(Alan Wood K.
Oracle)DEBEFEZEZ (T TEREMSELSEQ TAY S LZ B IZFE,

MEHEIFOMEEZ2ICEAL. EE11 B 14BPartl0ZRINTHRITIN,
BEEERICKEGAUN\INGELEERGNTUVNS, SELSEBTHLREED
Keynote speechh’1S026262[H] (T D H—E XEFEHEIL TUL % Yogitech® £
[E#E & & MarianiH 5 " Designing Safe and Available Integrated Circuits
According to Functional Safety Standard"&B T RN H 1=,

W B 201243 H27,28H
WiZFT: 1) /4 K Champaign-Urbana ¥ i A



SELSE VIII vav#E5% (Day 1)

Normand)

B5 vl a e FEYO X (FE9T)
| Keynote *15026262
I Fault Analysis - GPUA D Fault Injection (IBM)
(4RER) chair "BHEHIL—F O RTLANDEEEER(iRoc)
a - RykD—45 704y H DSEU (Cisco)
Ml Technology = 22nm Tri " —bT 734 ADSEU(Intel)
“FPGAMSEU ()
-RTN (Random Telegraph Noise)
2a—fiffF BF EIRLF—PEFICIETH—ILIR—RD L
PRE%&ET (H3IL)
IV Panel Discussion Reliability Requirements of Large Scale Data Centers
Panelists: Dr. Sarita Adve (UIUC)
Dr. Al Geist (Oak Ridge National Laboratory)
Dr. Ravi lyer (UIUC)
Dr. Thomas Wenisch (University of Michigan)
Vv Keynote (Dr. Eugene Single Event Effects in Avionics, Implications for SEE on

the Ground




SELSE VIIl ¥y3av#k:R (Day 1)

= vl a At FEYOX (#87T)
VI Keynote( Dr. Al Geist Exascale Monster in the Closet
(Oak Ridge National
Laboratory) )
VI Tools and Mitigation | - BBIdi/dt AL AT —T4E R
Techniques "ECC
VI Large Scale Case -DRAMD 74— JLFIZ5—
Studies
IX Poster Session B B DY T To—{miRfEHT (LN KZE)
LOREA—DEFRFAE
X Software Based FRI R TS—2 Wik

Mitigation

-HHEENIS—HRH
=YL IS—XERDIARMER




Session | (Keynote).Designing Safe and Available Integrated
Circuits According to Functional Safety Standard (1)

RRAE F R

R. Mariani Yogitech

B BEHHISOHMEERLSCEAL. EE11H148Part10Z2 RV TRITSIN, BEFEEXERICKELA
DINGRERBERONTEY . BN THlasper’d EFREELI-E1E N $H S, SELSESTEHLEIED
Keynote speechh’15026262[[] T D H—E XEEBIL TL 5 Yogitech® B #RFE & Marianih 5 FH
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Functional safety standards ~ About safety integrity levels....

IECH GOS0 . IEC 61508 | 1SO 26262 | Application examples
{m_ed'°a’t DO-178B/D0-254 il /\ HE 2
equipmen (aerospace) =L . SIL 4 - Railway signal control
N Q Brake-by-wire, EPS, Motor
= , ,
4 SIL 3 ASILD control, etc....
) IEC 61508 H ASIL C Battery management for
(meta -standard) ‘ @: hybrid vehicle cars
IEC 60880 < .
IEC 61511 — Automotive dashboard
(process ("“;t':tai:,s:;"er % SIL 2 ASIL B Industrial robots
; SIL 1 ASIL A Rear lights

For example, ASILD means > 99% faults must be detected
and the probability of violation of safety goal due to HW random failures
shall be less than 10 FIT (1 FIT = 1 failure in 1 billion of hours)

15026262 |
(automotive) - T




Session |.Designing Safe and Available Integrated Circuits

According to Functional Safety Standard (2)
in 1ISO 26262 (excerpt)

Fault models

Analyzed failure modes for 60/90/99% DC

Low (60 %) Medium (90 %) High (99 %)
ALU - Data Path Stuck-at Stuck-at at gate level d.c. faul mOd?I e I
Soft error model (for sequential parts)
Registers (general . . .
purpose registers bank, Stuck at Stuck-at at gate level :;a:::;:r:nﬁer!"g:dr;ng no, wrong or multiple
DMA transfer registers...), Soft error model ! 9 9
. Soft error model
internal RAM
Sﬁfasjd?:f;:?tl?g EIC‘SU‘ Stuck-at at gate level d.c. fault model including no, wrong or multiple
g fegic, Stuck-at Soft error model model addressing

memory and bus
interfaces)

(for sequential parts)

Soft error model (for sequential parts)

Omission of or
continuous
interrupts

Interrupt handling

Omission of or
continuous interrupts
Incorrect interrupt
executed

Omission of or continuous interrupts
Incorrect interrupt executed

Wrong priority

Slow or interfered interrupt handling causing
missed or delayed interrupts service

Control logic (Sequencer,
coding and execution
logic including flag

No code execution
Execution too slow

Wrong coding or no
execution

Wrong coding, wrong or no execution
Execution out of order

registers and stack Stack Execution too slow Execution too fast or too slow
mgi:lml) overflow/underflow | Stack overflow/underflow | Stack overflow/underflow

. . Corruption of registers (soft errors)
Configuration Registers - Stuck-at wrong value Stuck at fault model
Other sub-elements not d.c. fault model
belonging to previous Stuck-at Stuck-at at gate level o

classes

Soft error model (for sequential part)

About transient faults

1SO 26262: “The transient faults are

Alpha particle / neutron
hitting a silicon device

considered when shown to be relevant due,

for instance, to the technology used”

SEE SEL
Slngle—evep_tlgffgcl single-event ~Random Signal integrity ~ Other
o /7/\~-= latch-up noise problems  (e.g. power
e (permarent) (cross-talk)  spikes)
/ SEU SET
single-event single-event
\\upset (bitfip)  transient (glitch) ./ Focus of
“~-=§ 1 1 15026262
E
‘é 3 - Lo Ly
L=
' v
~
“soft-errors” according common understanding *
“soft-errors” according Wikipedia or other th-;é:ry books (according some sources = transient faults)

transiant faulls

MISO26262(FEFHFRDILEHEELT 2K
IEC61508M AL ->THY ., BEFEHRBENRE
FE1ZZASIL A-DETHREL TLVSAHY, IEC61508MD
REDEERNRKRNERINSLAILSILA(TFIT/#
) TZATHT91374{ ASIL D(10FIT/&)H
R Chd. 1BL. IIFEEFHCPUIX100E/E%iE
ZB—AELHAHDT.IEC61508IZLERFELVER
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v

3
il
i
¢



2.1 Statistical Fault Injection—Based Analysis of a GPU

Architecture

RRAE

FR A

N. Farazmand,

NorthEastern University
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BOATIE, SR 5 EF A

WIEHRMRERINTEY.
Injection| 2B HEMNH o=,

EBL. KREXDEBRMIETEL, R/\avDUEalb—
( GPU (Graphic Processing Umt)%h:ﬁﬁ?’%)'?‘ —ANEZ TWAN, AV IRIS—IZE
—fi% 5% )& (Ujiv. of British Columbia, Canada) THGPUAMDFault

—<ay

BT S5T49970€> 052 yk(GPU) BNEHRALEE LU
SNDOBRTLLEDLNDESIZHE>TETLVA (GPGPU),
EEMHDOEVNGPUEFE>TEIEEMDHEEZTHIEE
CNIZEZET D, HEEDL. N—FYTT7 DY A XGEIZA
DINJNMECGPUDEREZFBR T BHIZIEGPUD /N—F
D7 DEFELGBATNFARTHD, RimX TIL., CPUIC
M -oT-. GPU/N—KR ™ T 7 E D Architectural
Vulnerability Factor (AVF) D#FTLLMAIEZ IR <Y 5, LY
RET7AIV(REG), TITATIARY RS YUY (AMS) o 0—
AILAEY (MEM)NDF I+ —IL Ao 30(2
LY. GPUIZHEH DAMSH40% AVF-util®D T 4+— L kit
HEREFL. FICHBTHLIZEL o= TD—F
TREGEMEMMAVF/AVF-utilld. FNFN6%/15%.
1%/3% TEFEDCPUKYEHEWLZEN Mo T=,
‘AVFIZEA SN =74 — )LD Failure(EERES) IZEIS
LEEE , CPUTIXREGT15%., vy a AT T25%MNE
o

« AVF-utilldbenchmarklZ & > TERIZFEHIN TN FE
EBENBIZEo=1D,

- EER(ZIXAMDDEvergreen 773!)MDGPU(Radeon HD
5870 GPU)ZF{EAH, FA—ILbM2 P30 DI Zal—
AELTMulti2SimZ ALV =,

Compute Device

Caompute Unit

| Uitra-Threaded Dispatcher |

L.JL.JL.J

Crossbar

Glabzl Memory
Hlararchy
(L2 cachos, maen, controllars,

’

4
4

g SIMD Fatch Unit

{ Local Data Storage |

\
~

Stream Core

e Pmmalng Elsmaents

NZHE

[Gonsral-purpou rogs.|

1 Radeon HD 5870 GPUD T AvH |

#=1 AVFOEERFER (utillEERSNI=EELDADFER)

REG(%) AMS(% o ) MAX occupancy (%)
Benchmark AVF | AVF-unl AVF | AVFuil | AVF [ AVF-utl | REG | MEM | AMS
RitonicSon 0.04 2500 0.00 0.00 NIA MIA 0 ] 3
DwiHaariD 1.13 10.17 0.00 0.00 0.50 417 a0 a0 ]
RecursiveGaussian 208 581 0.36 16.98 0.00 0.00 T8 25 ]
ScanLargeArrays 391 14,500 0,02 A3 0.4% 4,24 63 25 9
MatrxMultiplication | 20.30 K] 0.10 7143 ENE] 384 | 63 100 13
SobelFilter 19,36 22,50 .86 24,78 MNIA MNA | 5 1] E]
DCT 368 a.0] 0,72 SATA 0.10 1.74 EE) [3 [
ORNG 0.18 (.88 0.00 0.00 WA MIA 19 [1] k]
Average 634 15.06 0.58 a0.05 0.g7 TR0 a9 K] ]




2.2 Evaluation of Device-Level Irradiation Effects in a 32-bit Safety
Micro Controller for Automotive Braking Applications

RRAE

FR A

D. Continental AG, Freescale

Baumeister
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- dual-channel éynchmnicﬂy error for RAM access
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- Flash ECC error
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K1 Dual F¥RJIL OVHIRTYS
MCUDEARERK (90nmT A+ X)

| Peripheral Bus | Run! | Run2 | Run3 | Sum |
" I EEPROM Dumps |31 47 53
Timer Red. Timebase Vlulalmn 2 40 43 85
= Reset Source Violalion 20 30 36 86
"""" Dual-channel Error 5 1 12 28
I_"*” Peripherals |:| Flash ECC Error 0 2 1 3
Wheel-Speed Processing | 0 0 1 1
Error
Flash CRC Error 0 1 0 1
CAN Message Plausibility | 0 2 0 2
Error
No Error recorded 4 0 1 5
Total k)| 86 94 211

* CAN: Controller Area Network.
Bosch® EE & LANFR4&




2.3 Case Study of SEU Effects in a Network Processor(1)

= = E= = =< P S=w

A. Evans Cisco Systems, TIMA Laboratory

EE 2)v77ay7TOYVINIS—DHIEHIEISEBHED VAT LEREHCARENICEE, EXHFETO
RAZT R, BEEMT ATV ME D ERGEMIEF Lo T THDH REHX TIEL. 40nm
kI —o70EXFASICH BB LT-3DNDERET T 0w (epsilon, gamma. omega) S0 ED 7
)y T 70Y T DSEUIRDEFMBITERERBN T 5, BEMTANMUFEMNERMNGEI+—ILE
ooz Al —a RIBICER T H=H D IR fiE #8979 5, DeratingREFETHE L.
HEtEEMTICKY . EEMERMERIIT 5, 7Uvy7 70T DSEUNRHLH T, IRXT VTR E#H
BL.BEDRIHDUATLOEEZFR TS, BREFEATIHTENICERATE, v/y070ky
YDEIEEEDT TV r—avIZRESNDED TIHELY,

E § ] "W - 3]
F1 EEt7avy =2 SEUMNRD 738
i Mame Function Mumber Flops Category | Sub-Category | System | Description
: e aa Outage
epsilon | Outpul data-path 102 559 —— ~ L . .
. Masked aEically ong Upsct stale s overamitien
gamma | On-chip packet storage 341 615 i aficr one or mare elocks.
—— Functionally Monc Upsct stalc romaing bl
OmcEa Fackcls [I:.-l]ﬁ:.‘_!ml:ll}l from DRAM 184 552 | | has no functional cffect.
— Corrected Mone Emor is corrocted (o.g.
roese P P n o 1 D 4 | Exelicitly Medium | Explicit mechanism  de-
Corner Electe tecled the crror (cg. par-
e - | iyl
Indirectly High | Emor detected duc 1o a
0000 | side-gffect.  {cg.  FIFO
E | overflow).
T ot Minos Low Operation is silently  af-
; AETE Zilent fected, but impact 15 con-
it 1 tainced (o.g. single cor-
S I ow ;'"": ) ruptcd packet).
a0 pod | | 1 Major Unknown | Intermal statc is affocted
A I causing unpredictable of-
aehn |- Corner bise - feets (e.g. linked list cor-
gt ruption].
"e a 02 B a3 oe it PR TI Lockup Unknown | Packot traffic coascs fo
Toampewn hinarsbiny Facor | TWF| o,

X1 FFDTiming Vulnerability Factor(TVF)D 7 f &t & B (Omega)



2.3 Case Study of SEU Effects in a Network Processor(2)

=4 SEUIRDFHER

Wl window lor

Hmizling N B e S
reset  config . traffic drain audit. Category | Sub-Category | Epsilon Gamma Omega
: Masked Lnﬁicfﬂll}' MNE 08 | 44209 | 607232
Golden ; Functionally Ti5205 | 103206 | 139222
Simulation W Correcicd 09+02| 06%02 | OFx06
o '4 Detceted | _EXPlCilY 00 +01 | 61205 6716
{ g CRCsce e S ] Indircctly 130206 | 10202 | 03204
' M iner 56 £ 0.4 10 = 0.3 a2
| flfj sToe Silcnt Major 1302 | 47T+04 | 41 £13
Fault “““atr"i“" Lockup 0000 | 00200 | 2009
Simulation megE ' = o % 179 I
5Eu F5 BERLGELBFEZEO-EIS
T — Furmnlagr:_SE.Ui Producing
a Serious Impact
B2 FryIRAURECRCYYF T EBLIZTAMUF epsilon 12%
. gamma 6.5 %
&3 YIal—iarHh@OCPUERAZE " omega 52 By
Epsilon Caimmia Omega
Category Runs E;U Runs Cﬂ:l.l Runs C;U <%I:l :HAH.>
Fail 2102 | 265 | 1536 | 324 | 3312 | 338 BXGEHDI)yT 2Oy TEEFERLTLARETOvoA
Matched | 7148 | 326 | 7439 | 250 | 4858 | 10.8
P I No Match | 750 | 409 | 1025 | 426 | 1427 | 554 0)77!_ }lfl\'f{/ 17/3/0);5”1' E%@"E . o
- — BILEFEDBAIZKY ., BIEGEFREEBERN T 2ab-Y3uE
.................. 171,
BHLHEFEMELANIVICHLUTRYFTERBRFE O, STED T —X
. HERBTEDIYBAGFEDRE. 7)TANIVIET)77
H " 7 DEIEEDERFENDEAZED D,
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3.1 Soft Error Susceptibilites of 22nm Tri-Gate Devices

RERE F R A
N. Seifert Intel
B 22nm  high-k AR )L —R DNV ETri-F — b AT ESRIBRIFRIZ DOV TDBFEETIZK
ASEUMTTEFE (CS)DAIEFEREFRET S,

M [5F#R [XIndian University Ctclotron Facilty (IUCF)FI|FH, [5F#RDRERIER M HHh £
DHEFRIEDIS—RZRHILIFEZTHRE GlRFHERS)

WYYy TFyT6T SRAMAEELIA-

B EFEEEF—2R L TRER

B HAEDHEREBERKIESOMHz~ 2GHzD EIESH THER R DRREL)

EHESRAM
o)CSO 32nm ‘;‘ 1.2 0O22nm Lateh
5 100 A4 ¢ - 7_'\\—975\15 ‘E’ 1.0 L] W 32nm Latch
S * VAN 8 o8 .
3 R N & o6
Qg 010 anar s W04 - - .
- £=
1 Inteldd22nmTri- %’ ¢ F 02 0o,
/7'—|‘|‘5>:/Z9(TJ'/£ - 0o 15¢ 12V 1V 08V 085V 08V 075V 0.0 .:.: : 'ﬁ=5 ;
Eﬂgaﬁé/%rll; l;’ﬂfzys Z:}EI‘I ' 80 130 90 65 45 B2 2 ‘;Ioltage (V) s
V—X BEInmEHEA,
~)L6 .
9::\4;?} ZE;(%*L%*L X2 6TSRAMDFER., 22nm®dDT E3 32nm(FEEE) E22nmTY
MFInFETHEIE) TERE) ) — g S Trigate. T B kL F (Trigate) DCSO B E KT 1
CEMEREMEER) DT —Ah\Trigate, FEIEE L YUx3.

S5MittEMNRLNELTLVS,



3.2 A Tale of Two Test Chips : 28nm Configuration
RAM and Dual-Port RAM

e’ W1 WA R

RRE FE&AB
A. Lesea Xilinx
C= Bt

B TSMC®28nmHPL (High Performace, Low power)Z A+t X% FHL\/=CRAM&EBRAM®D Y T+
I5—ittEZafR (Th233 T+ )L, LANSCEH4EF#R. UC Davis Crocker 68Me
VG FHREBATIZKYEHEL=. CRAMIX2.83MbitT, 2fF~6IFDEBEREEZ 5L TS,
BRAMI[E1.187Mbit,

B R D ER TIZCRAMM SEUMTE#&E(44.46x1011cm2/bit, BRAMIE6.46x10 1 cm2/bit,
ULAM $1E B EL THREIZ LB ITS5—= (L, CRAMT4O0FIT/Mb. BRAMT100FIT/Mb & HEEI,
7T AMRustrel Mt FiaEk TORIEFFRIIZOHEBELY XS ITELY,

W5 F DS ERER TlX. CRAMIE7.12x105cm?/bit, (FAEF12.9n/cm2/h CEZHZ 5N D
E9 5L, 92FIT/Mb) . BRAMIE8.42x1025cm?/bit (1 09FIT/Mb),

B P4 F DB EEER Tl . CRAMAY7.89x1015cm?/bit (102FIT/Mb) . BRAMM
8.12x101>cm?/bit (105FIT/Mb),

((FER)F - FBITEMT, BEUOREELUMIIDE 5L oEEHEMEICRITHAIRERDENR,
FPGAD G F IR RER I FEHEEBRTELSINTNSOIDTEREF VI, )




3.3 Fault—-Based Reliable Desigh—On—Upper—Bound of Electronic
Systems for Muons,Electrons and Low Energy Neutrons

RRE
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E. Ibe
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4. Panel Discussion:
Raliahilitv Raaiiiraemoente nafl arce Seala Data Cantarc
NCHdVILy NEYuUirCimncrilts U Ladirgt oLdiC vdild LCriLlcis
ERE FERAME
Dr. Sarita Adve UIUC
Dr. Al Geist | Oak Ridge National Laboratory
Dr. Ravi Ilyer | UIUC
Dr. T. Wenisch University of Michigan
EA= Data Center@Hardware D{E B % NI (ZE Z HH ("Reliability Requirements of Large
= Scale Data Centers“)IZDWNT/ARILETER DN ERS N =, 1) /A KRFDAdveHix .,
lyer##% . ORNLDGeist K, 324 K D Wenisch#BiR A/ AR XL T, GoogleD 35
Fa2E1—%®M0utageMELRZLIEML TS ER 1EYRDH—/\HDIF
# (communication) {&iZE L Z— TAmazonD T K H—/\H 8RFEF LE L 1=l 4>,
RELGY—/\ AT LOMTBFN 10 E LA T THhSH &, Bank of America (HPMDnon-
stop serverZ3RIFHEMR) DY —/N\ORTLIGEEEHIHEITTERETRERMALIZ, £
KELTOFERMNS—DRAG Mo,

X1 KIPEZATLOEEEH

K2 AmazonDI5)RY—/\DIEZEH




6.Exascale Monster in the Closet

cit ] FRxAE
A. Geist Oak Ridge National Laboratory (Key note)
= KETIF2008F Ni5ExaScale InitiativeEW\V IR IKY ZHTEED 10D 18FEFLOPS/sM

ANAVERRTHIERIOAD I ETH THSM ., §ERISELSEELL TIFHH TEXxascale
Project| 2451k L=Keynote Speech (”Exascale Monster in the Closet”)hYORNL® Geist Kh 5

Hot=,

BHEOR/ AV [TIHRMINLRTOH R ZIED
A/\OV)aguarMEREZEHIIZ, 128PBD AE!)
%+ DExascale CIXECCTHILG TEH VT T L
EVvrIS—h 453 (C—ETS=&. IBMD
chipkill (Rl—D 7 —FEwrZE 1- VR 25 &R
9 5) T CHX I AE#LLY

M Jaguar TERAL TLYACheckpointing-
Rollback CTHIEE I HBFHI LY TS —H FKAET
SRERDANELLGELHD T, AEFEDRHF
NILETHS

W& TE4LV I 5 —(Silent Data Corruption)
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BTF—3t 3 GE ., KIREUATFLOEBEEDEREDL, SEDOHREE S
EIAERN—BILK, VI IZTDNTGFALL IR ETHLE
LN\OERMAFEE,

M FinFET, TriGate?li &, T T /N\A1 A~D EBRBLHES,

B FPGADCRAMEBRAMMDSEUN BIFEFERDIHEHY

M Fault-InjectioniE M EREREZEL TEB D EH Y,

B HIING., IREPDInter-LAyer Built-In Reliability (LABIR). DOUB (Design
On Upper Bound) DFERIEZOD—HIEL T, INEEREZI(Z E’5<Upper
Bound SERDEEMTHERZIa—F 2, BF (R—FE) [TDOWLWTHEBH . AN
SO E T HEDELZVD, REMIZIEEE TELZLEfEmo



